NIH Incident Handling Procedures


	Responsible Group
	Action

	IRT, DNST, TASC, ISSO, external source
	Identifies potential IT security problem.

	IRT, DNST, ISSO, external source
	Notifies TASC of non-security incidents and routine security problems and TASC follows TASC Procedures or refers information to appropriate CIT organization for action.

	DNST, TASC, ISSO, external source
	Notifies IRT if security problem meets definition of attempt.


	IRT
	Follows Parachute Incident Procedures if attempt involves system that connects to NIHnet through Parachute.

	IRT 
	Reports attempt to ISSO.

	IC
	Investigates attempt or requests IRT assistance.

	IRT
	Implements block at firewall for any external IP involved in hacker activity within 30 minutes
 of initial report to IRT and informs IC within 30 minutes after block is implemented.

	IRT
	Implements block at firewall for any web defacement, exploit that threatens NIH critical infrastructure (i.e. Nimda/Code Red/Melissa), or other confirmed incidents and requests Network Operations Center (NOC) block at router within 30 minutes of initial report to IRT; informs IC within 30 minutes after block is implemented.

	IRT
	Informs IRT-Listserv if incident threatens NIH critical infrastructure within 30 minutes of initial report to IRT.

	IRT
	Informs IC of block and incident within 30 minutes of block.

	IC (or IRT)
	Conducts remediation and informs IRT.

	IRT
	Scans to verify remediation is complete within 2 business hours of IC request/notification that remediation is complete.

	IRT
	Initiates removal of block; informs ISSO, NOC, and Netlog-CIT Listserv within 30 minutes of removal of block.   
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� An attempt is any action that is part of an effort to compromise the confidentiality, integrity, availability, authenticity, and nonrepudiation of an NIH IT resource; or any hacker attempt or group of hacker attempts into or from an NIH IT resource that could potentially result in an unauthorized change, release, or denial of information or processing capability.  Attempts can include but are not limited to:  unauthorized access attempts, denial of service attempts, probes of multiple computer systems, malicious code, or misuse of IT resources.    





� Extenuating circumstances such as an extremely high volume of attempts may result in unexpected delays in response time.  In such cases, the IRT will prioritize incidents and respond to them as soon as possible.
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