SECTION 3



QUICK START AUGMENTATION 





This Section provides the LAN Administrators with detailed information that will assist in the completion of Exhibit 2-2, LAN Risk Assessment Worksheet.  Paragraphs 3.1 through 3.5 address Blocks A through E of Exhibit 2-2, respectively.  Exhibit 2-3, Worksheet for Dollar Value Rating of Assets, is addressed below in paragraph 3.1, Item A12.  A synopsis of the methodology is provided in paragraph 3.6.  The synopsis includes a discussion explaining how the results of the Quick Start risk assessment can be used as a management tool to compare the relative risk associated with NIH LANs and facilitate allocation of resources (e.g., time and money).  This management tool will be useful to LAN Administrators with responsibility for more than one LAN, ICD ISSOÕs, accreditation officials and other NIH managers, and the OIRM Senior ISSO.  



For a LAN Administrator conducting a risk assessment for the first time, a fictitious LAN Albert is used to illustrate application of the methodology.  The completed risk assessment for the fictitious LAN Albert is provided in Appendix C.   





3.1	BLOCK A  -  LAN ADMINISTRATIVE INFORMATION



Block A is used to record administrative information about the LAN. 



Item A1.	Indicate the name of the individual designated as having administrative responsibility for the LAN.  Normally, this individual is designated to be the LAN Administrator in writing and should be a Federal employee.  The duties of the LAN Administrator will vary from organization to organization due to a variety of factors, including:  size of the LAN, functions supported by the LAN, and whether or not the duties of the LAN Administrator are the individual's primary responsibility or performed as additional duties.  Upon completion of the risk assessment, the LAN Administrator signs the certification statement and forwards the risk assessment to the ICD ISSO for concurrence.



	Provide the phone number of the primary NIH office location for the LAN Administrator and indicate the office location for the phone number.



	An example of a certification statement follows.



CERTIFICATION



LAN Name:_________________________________



I carefully evaluated the missions and functions of this LAN and certify that the current security plan and the attached risk assessment represent a true and accurate picture to the best of my knowledge.  I carefully assessed the risk associated with operating the LAN, its peripherals, and remote processing terminals.  Corrective measures have been identified for any deficiencies noted and are/will be sufficient to manage the risks for this LAN.



LAN Administrator:_______________________________        Date_____________

			



Item A2.	Indicate the name of the individual designated as having security responsibility for the LAN.  Normally, this individual should be so designated in writing and should be a Federal employee.  The duties of the ICD ISSO include ensuring that all security requirements are appropriately addressed in the risk assessment and trains the LAN Administrators and other users as appropriate in the use of the methodology.  The ICD ISSO signs the risk assessment, thereby indicating that all computer security requirements have been complied with or measures have been identified to correct the deficiencies.



	Provide the phone number of the primary NIH office location for the ICD ISSO and indicate the office location for the phone number.





Item A3.	Indicate the name (or designation) most often used when referring to the LAN being analyzed in written correspondence and formal discussions.  In the automated version, this data will automatically be entered when the file is named.



Item A4.	Indicate whether or not the LAN Administrator is responsible for any other LANs.  If so, indicate the number in the right hand box.



Item A5.	Under normal circumstances a LAN will support the Institute, Center, or Division (ICD) employing the LAN Administrator.  Spell out the entire title and indicate the abbreviation in parentheses.  If more than one ICD is supported by the LAN, so indicate. 



Item A6.	The accrediting individual is the ICD Director or an individual designated by the ICD Director in writing to accredit LANs supporting the ICD.  Normally, the accreditation official will have authority to allocate resources, if appropriate, to ensure the availability, integrity and confidentiality of the LAN.  

	

	After the LAN Administrator completes the risk assessment, it is forwarded (with the certification statement shown in Item A1 above) to the ICD ISSO.  The ICD ISSO reviews the risk assessment and forwards the document to the accrediting official with either a concurrence or nonconcurrence (with rationale).  



	An example of the statement signed by the accrediting official follows.



ACCREDITATION



Based on my authority and judgment, and weighing the residual risk against operational   requirements and fiscal constraints, I authorize continued operation of the ________ LAN. 



I further authorize initiation of the corrective actions as specified in the attached risk assessment to be completed in accordance with the specified milestone schedule.



ICD Director:________________________________        Date________________

 (or Designee) 



Item A7.	Indicate the buildings or portions of buildings which are supported by the LAN.  In some instances only isolated portions (e.g., wing or annex) of a building will be supported by a LAN.



Item A8.	Indicate the number of servers supporting the LAN.



Item A9.  	Indicate the number of authorized users who are supported by the LAN.  



Item A10.	Indicate the number of users that have received computer security awareness training (Introductory and In-depth).  The LAN Administrator must have completed both the Introductory and the In-depth computer security awareness training.



	All users should have completed training requirements.  The training presented to users should be commensurate with their access to, and use of, data types.  The manner in which these training requirements will be accomplished will vary from organization to organization.  For a LAN with few users working in close proximity, a meeting may be used to satisfy the primary requirements.  On the other hand, for a large organization, meetings may not be practical and the training requirements could be satisfied through the use of E-mail, posters, banners, etc.



	Computer security awareness training includes mandatory periodic training (required by the Computer Security Act of 1987).  Several resources are available from OIRM (e.g., video tapes, diskettes, posters) that can be used to satisfy the training requirements.  The DHHS, "AIS Security Training and Orientation Program Guide (AIS-STOP)," provides more detailed guidance.  An ideal approach is to conduct an annual LAN users meeting, at which time LAN management, security personnel, and end-users review the status of protection for the LAN.  This could satisfy both introductory training for new personnel and refresher training requirements for other users.  The LAN Administrator will provide more details on the security awareness training for the LAN in completing Item D10.



Item A11.	Indicate the type of data processed by the LAN.  This section provides the ICD ISSO with an overview of the data processed on the LAN and provides the LAN Administrator with a start point for determining the data sensitivity and processing criticality in Item B2.  For example, preliminary and unconfirmed research data may be more sensitive than completed research data, and pre-decisional information regarding grants may be more sensitive than grants that have been awarded.  



	Administrative data includes general correspondence and information relating to such things as property records and personnel information that is generally available to the public.



	Financial data includes budgeting and expenditure information relating to NIH operations.



	Grant/Contract data includes information relating to grants and contracts.



	Patient data includes information relating to a patient that is of a personal nature or information developed as a result of tests and observations by NIH personnel, contractors, or subcontractors.



	Proprietary data includes data that is not releasable to the public without the permission of the owner of the information (e.g., a pending pharmaceutical patent).



	Research data includes information resulting from or used to support NIH research activity. 

	

	Privacy Act data (Public Law 93-579, 5 U.S.C. 552a, [1974]) is data (not generally available to the public) relating to an individual which may be retrieved from a system of records under the control of NIH by the use of an individual's name, identifying number, symbol, or other identifying particular assigned to an individual (e.g., fingerprint, voiceprint, photograph).  A record or system of records means any item, collection or grouping of information about an individual that is maintained by NIH (e.g., education, financial transactions, medical, employment, criminal history) and for which a system notice has been published in the Federal Register.



	Other.  The space provided here is used to enter information concerning the types of data processed by the LAN that may not be addressed in one of the above categories (e.g., automatic dispensing of medicine to patients). 



Item A12.	Indicate the highest replacement cost range shown in the right-hand column of Exhibit 2-3.  In Exhibit 2-3, the quantity and description of assets are shown in the two left-most columns.  The next column provides space to enter the replacement cost of the item (if known).  The right-hand column is used to enter the estimated replacement cost range for each asset.  The highest replacement cost range should then be checked in item A12 of Exhibit 2-2.  Once completed, Exhibit 2-3 serves as the inventory listing to facilitate accomplishing property accountability and other administrative functions.  If a current inventory is available, it can be attached to the risk assessment in lieu of Exhibit 2-3.



Asset values are useful indicators for evaluating appropriate safeguards for cost-effectiveness, as required by OMB Circular Number A-130, but they are not intended to reflect the total tangible and intangible value of the LAN.  A valuation process can establish the potential for loss in terms of dollars.  Asset valuation includes all LAN-associated tangible assets, including computer hardware, special equipment, and furnishings (e.g., input/output devices, storage media, central processors, control units, servers, software, copiers, work stations, routers, bridges, modems) available on the LAN.  Software, data, and documentation may be listed but should not be included in the valuation since backup copies are required.  A printer attached to a PC or software on a PC that is not accessible through the LAN is not normally considered a LAN-associated tangible asset.



	A valuation process can establish the potential for loss in terms of dollars.  However, dollar cost does not reflect the total tangible and intangible value of a LAN.  The cost of recreating the data or information could be more than the hardware costs.  The violations of confidentiality, the unauthorized modification of important data, or the denial of services at a crucial time could result in substantial costs that are not measurable in monetary terms alone.



	If a catastrophic loss occurred, it is unlikely that any NIH organization would replace all hardware components with exact model equivalents.  Instead, due to the rapid pace of technological improvements, newer and less costly substitute items (currently available) probably would be chosen.  Consequently, a LAN Administrator should use the best available estimate of replacement cost. 



Item A13.	Indicates the date of the last risk assessment.  The date that should be entered here is the date that the certification official signed the previous risk assessment.  A box is provided to indicate if this is the first risk assessment conducted on the LAN; consequently, the date boxes are left blank if the initial risk assessment box is checked.



			

3.2	BLOCK B  -  LAN CHARACTERIZATION



Block B documents the frequency of data and software back-up; the relative need to protect LAN availability, integrity, and confidentiality with regard to the sensitivity of the data and the criticality of the data processing capabilities; the effectiveness of the protection afforded the LAN; and identification of the Security Level associated with the LAN under assessment.



Item B1. 	Indicate the frequency of back-up for data and software on the server.  Periodic back-up of data and software is essential.  Although internal ICD requirements may dictate the frequency of back-ups, common sense and experience indicate that a frequent back-up strategy is necessary.  The frequency, scope, location, and retention of back-up software and data must also be addressed in the contingency/disaster recovery plan (Item D6).  A corrective action plan must be included in Block E if periodic back-up is not accomplished (i.e., either or both "None" boxes checked).



Item B2.	Indicate the relative need to protect LAN availability, integrity, and confidentiality with regard to the sensitivity of the data and the criticality of the data processing capabilities.  The relative need is rated as High, Moderate, or Low.



	The LAN Administrator determines the relative need for protecting the LAN.  A LAN needs protection (e.g., administrative, technical, and operational safeguards) for one or more of the following reasons:  availability, integrity, and confidentiality.



Availability (A).  Protection of information or services to ensure support available on a timely basis to meet mission requirements or to avoid substantial losses.  The question to answer is - "How important is having the LAN and data available for support of the ICD?"



Integrity (I).  Protection of information from unauthorized, unanticipated, or unintentional modification (includes detection of such activities).  The question to answer is - "How important is it to ensure integrity of the LAN and the data maintained on it?"



Confidentiality (C).  Protection from unauthorized disclosure.  The question to answer is - "How important is it to prevent unauthorized disclosure of data and applications (e.g., proprietary applications) maintained on the LAN?"



	For A, I, and C, the LAN Administrator determines if the protection requirement is High (critical concern of the organization), Moderate (an important concern, but not necessarily paramount in the organization's priorities), or Low (some minimal level of security is required, but not the same degree as the previous two categories).  The High, Moderate, or Low protection requirement ratings are based on the sensitivity of the data (i.e., the need to protect data from unauthorized disclosure, fraud, waste, or abuse) and the operational criticality of data processing capabilities (i.e., the ramifications of data processing capabilities being interrupted for a period of time or subjected to fraud or abuse).   



	The sensitivity of the data and the operational criticality for a LAN are qualitative judgments of the LAN Administrator, normally involving users and, in some cases, the ICD ISSO, based upon their knowledge of the LAN and the type of data processed.  There are four Security Level designations defined for both data sensitivity and operational criticality in Appendix B.  Only  Level 1 (Low), Level 2 (Moderate), and Level 3 (High) apply to NIH.  These definitions are used by the LAN Administrator to evaluate A, I, and C for sensitivity and criticality.  After evaluating A, I, and C for both sensitivity and criticality, the LAN Administrator uses the higher rating (of sensitivity and criticality) as the overall rating for A, I, and C.  



	The definitions for Levels 1, 2, and 3 from Appendix B are summarized below for both sensitivity and criticality.  



�	Level 1:

Low Sensitivity.  This category identifies data that require minimal protection.  Threats to these data are minimal.  Unintentional alteration or destruction is the primary concern for these types of data.  This category includes data files that have value to a researcher only in their raw form, such as in some laboratory research applications, and data files that require safeguarding by the Privacy Act, but which contain information that is virtually all in the public domain, such as employee locator files, and for which any unauthorized disclosures could reasonably be expected not to adversely affect the individual.



Low Criticality.  This category identifies LANs with data processing capabilities that require minimal protection.  These include LANs that, in the event of alteration or failure, would affect the organization minimally or could be replaced with a minimum of staff time or expense.  This category also includes LANs which generate, store, process, transfer, or communicate data which are considered to have low or no sensitivity.



	

	Level 2:  

Moderate Sensitivity.  This category identifies data that have some importance and which must be protected.  However, disclosure problems are not usually significant.  This category may include:  (1) management information concerning workload, performance, staffing, and similar data, usually in statistical form, (2) research and statistical data accumulated to provide information about DHHS programs to the public, or (3) computerized correspondence and documents which must be protected from unauthorized alteration or disclosure.  These data need protection commensurate with the value of the information to the organization.  Loss of this kind of data would not normally be embarrassing or detrimental either to an individual or to the organization.



Moderate Criticality.  This category identifies LANs with data processing capabilities that are considered important but not critical to the internal management of an organization and/or the Department.  This category includes:  (1) LANs whose failure to function for an extended period of time would not have a critical impact on the organizations they support, and (2) LANs that generate, store, process, transfer, or communicate data which are considered to have moderate sensitivity.



	Level 3:  

High Sensitivity.  This category contains the most sensitive unclassified data and the greatest number and most stringent safeguards at the user level.  This category includes:  (1) payment information that is used to authorize or make cash payments to individuals or organizations, (2) proprietary information that has value in and of itself and which must be protected from unauthorized disclosure, (3) correspondence and documents that are considered highly sensitive and/or critical to an organization and which must be protected from unauthorized alteration and/or premature disclosure, and (4) data files that require safeguarding by the Privacy Act and which contain information that meets the qualifications for Exemption 6 of the Freedom of Information Act; i.e., for which unauthorized disclosure would constitute a "clearly unwarranted invasion of personal privacy" likely to lead to specific detrimental consequences for the individual in terms of financial, employment, medical, psychological, or social standing.



High Criticality.  This category identifies LANs with data processing capabilities that are considered critical to the organizations they support and/or the Department.  This category includes LANs:  (1) whose failure to function for even a short period of time could have a severe impact on the organizations they support and/or the Department, (2) that perform functions with data which are considered to have a high potential for fraud, waste, or abuse, and (3) that generate, store, process, transfer, or communicate data which are considered to have high sensitivity.



Item B3.	Check the box (Very High, High, Moderate, Low, or Very Low) that best reflects the effectiveness of the LAN environment and existing safeguards in protecting LAN availability, integrity, and confidentiality.  LAN availability may be impacted by such things as unreliable equipment, poor maintenance, less than prompt maintenance actions, and unreliable power.  Although integrity and confidentiality problems could be caused by ineffective implementation of safeguards, they are usually the result of noncompliance with mandatory requirements (Block C).  After completion of Block E, the LAN Administrator may want to review this item to ensure the response is consistent with the rest of the assessment. 



Item B4.	The Security Level is automatically completed based on the response to item B2 above.  The level shown underneath that box (Level 1, Level 2, or Level 3) corresponds to the Security Level for the LAN.  The Security Level (1, 2, or 3) is used to determine the safeguards that are mandatory and those that are optional.





3.3	BLOCK C  -  SAFEGUARD  REQUIREMENTS  MATRIX



Block C lists the safeguards that are required for each Security Level.  The item numbers and safeguards are listed in the two left-hand columns.  In the manual version, the three security levels are listed in the next three columns.  An "X" indicates the requirement is mandatory for that level of security.  An "O" indicates the requirement is optional.  In the automated version only one column is provided for the security level.  When the security level is determined (based on the response to Item B2), the column under the Security Level is automatically completed.  The last two columns are used to indicate compliance.  If a safeguard is optional a "N/A" is placed in the "yes" column for that item.  In the automated version the N/A is automatically entered.  The LAN Administrator checks the status of compliance for each required item on the list.  



Checks for compliance, WA (waiver approved), WR (waiver requested), or NA (not applicable) are placed in the "Yes" column.  



If the LAN is in compliance a "X" is placed in the "Yes" column.  If a safeguard is not mandatory for the LAN's Security Level and is not complied with, enter NA in the "Yes" column.  If a waiver has been approved for a requirement, enter a "WA" in the "Yes" column.  If a waiver has been requested or is being requested with this risk assessment, enter "WR" in the "Yes" column.  If the LAN Administrator determines that a waiver for a mandatory safeguard requirement may be appropriate for the LAN under assessment, the OIRM Sr. ISSO should be contacted for advice.  If after discussion with the ISSO, it is determined that a request for waiver is appropriate, the request for waiver would be incorporated into Block E of the worksheet. 



If the LAN is not in compliance with a mandatory safeguard and there is no waiver, approved or requested, place a "X" under the "No" column.



Item C1.	A complete set of current system and shared application documentation is available to the LAN Administrator.  It is not necessary for the LAN Administrator to maintain all documentation; however, all documentation should be available if needed.



Item C2.	An employee security awareness and training program is in place.  Computer security awareness training (to include mandatory periodic training) is required by the Computer Security Act of 1987.  Additional discussion regarding security awareness training are provided in Items A10 and D10.



Item C3.	Passwords (at least 6 characters) and log-on codes are used to protect LAN data from unauthorized user disclosure and are changed at least every 6 months.



Item C4.	Software feature(s) is (are) provided to automatically lock out a terminal if inactive for more than a reasonable time, for a specific time after normal closing, and if a password is not entered correctly after three attempts.  



Item C5.	An automated security audit trail capability records user activity and is periodically reviewed to detect suspicious activities.



Item C6.	Methods are in place whereby a remote user's authorization can be determined (e.g., password, user authentication, call back capability or "token card").



Item C7.	Occurrences of suspected intrusion, illegal activity, or unauthorized activity are recorded and reported to the OIRM Sr. ISSO.



Item C8.	The network operating system has controls to prevent unauthorized access to the network system software.  



Item C9.	The network operating system provides methods to protect operational status and subsequent restart integrity during/after unscheduled shutdown.  Most operating systems have this feature but some may require action to either upgrade the operating system or make other provisions for meeting this requirement.



Item C10.	All back-ups of sensitive data are stored in a locked container or room located in a building separate from the building housing a LAN server or in a locked fireproof container.



Item C11.	Controls are established for handling of sensitive data (e.g., warning banners).



Item C12.	Procedures for destroying unneeded sensitive hard copy and storage media are documented and available to the user.



Item C13.	A capability is available whereby the LAN Administrator can determine authorized access to LAN sensitive data.  A separate listing of individual names is not required.  There should be a means that the LAN Administrator can, if needed, determine the names of individuals who have, or have had, access to sensitive data on the LAN.



Item C14.	Procedures for controlling user access to LANs are documented, to include prompt notification of personnel terminations and transfers.  The password and log-on (Item C3) procedures may be sufficient for a small LAN.  Administrators for large LANs may need to develop additional access control procedures.   



Item C15.	Servers are kept in a locked room with system and keyboard locks (any method to prevent unauthorized access to the system).  Additionally, LAN closets should be locked and cabling used to connect the LAN with various users should be protected.



Item C16.	There is a contingency/disaster recovery plan for this LAN.  



Item C17.	The building fire emergency preparedness plan is available for review by the LAN Administrator.  The LAN Administrator is not responsible for the facility fire emergency preparedness plan; however, it is necessary for the LAN Administrator to be aware of the provisions of the plan. 



Item C18.	An alternate source of power is provided.  For most LANs, an UPS will ensure adequate protection; however, some LANs must have an alternate source of power to ensure no break in availability.  In some cases, the alternate source of power can be provided by the backup generator for the building.   An UPS system is necessary to achieve a graceful shutdown or to carry the system during the crank time of the generator.  If the LAN users can accept a degradation in availability ("Low" rating), the capability for graceful shutdown is all that is required.



Item C19.	Encryption is available to safeguard sensitive data transfer between two points.  The NIH long term plan is to implement this capability for all shared data and applications.



Item C20.	All software is periodically scanned for viruses.  The frequency and further explanation of virus protection measures should be documented in Item D6.



Item C21.	The LAN Administrator controls installation of shared software (e.g., software that is available to all users with access to the LAN).





3.4	BLOCK D  -  LAN  ENVIRONMENT AND PROCEDURES



Block D is used to document general information about the LAN and LAN procedures.  In most cases, this section, when completed, will satisfy the requirements for a security plan.  The narrative statements in this block should convey the essence of the controls or procedures but be as brief as possible.  If considered necessary, background information should be retained on file by the LAN Administrator to support the statements made in Block D.  



Item D1.	Check the blocks that reflect the facility environment and services available.  If the LAN is in more than one building, it may be necessary to use additional sheets to indicate the services available for each building.  Access control related boxes (e.g., guards, receptionist, identification, and visitor escort) will be checked if these services are available when the area is open for business.  The environmental monitoring/control block is used to indicate systems that monitor or control temperature and humidity.  The dates of the tests of environmental monitoring/control, emergency generator power, UPS, and fire detection systems can be obtained from engineering services.  Check the appropriate LAN maintenance support blocks to indicate whether hardware and/or software support is available.

	

Item D2.	Indicate the date of the most current contingency/disaster recovery plan.  If there is no such plan and the LAN is Security Level 2 or 3 (Item B4), include a corrective action in Block E.



Item D3. 	Indicate whether or not the contingency/disaster recovery plan includes the frequency, scope, location, and retention of back-up software and data.  If a plan exists but does not specify the frequency, scope, location and retention of back-up, a corrective action must be included in Block E.  If there is no plan, then the corrective action for Item D2 should address development of a plan that includes frequency, scope, location, and retention of back-up software data.	



Item D4.	Describe the controls used to ensure the integrity of the network operating system software and shared applications and software.  An example follows. 



	Password access required to install or modify software.  Actions are documented and available for review.



Item D5.	Describe the measures used to control access privileges.  An example follows.



	Password access required for reading files.  Privilege to modify or delete files is restricted to the LAN Administrator and the creator of the file.  Password access is used to enforce the privileges.  Passwords are required for modem access.  No current capability for call back or encryption.  Privileges to add or delete users to the LAN are restricted to the LAN Administrator and controlled by password.



Item D6.	Describe the virus protection provided for the LAN and the frequency of use.  Description should include who on the LAN uses it and how often the virus protection software is updated.  An example follows.



	F-Prot is used to search for viruses on the LAN server on a weekly basis.  Macintosh users use SAM virus protection for every boot.  Separate stand-alone PCs are used to scan floppy disks for viruses before using on the LAN.  All virus software has been updated within the last six months.



Item D7.	Describe the LAN configuration and external connections.  For the larger more complex LANs, it may be necessary to include a sketch of the LAN configuration.  An example follows.



	The LAN is organized in a star configuration.  The server is used for file sharing, print sharing, and some application sharing.  Users have their own space on the LAN and there is some shared space.  There is no download capability from outside the LAN and applications on the server are for read only.  The server runs an OS/2 operating system.   

 

Item D8.	Describe the protection afforded LAN closets and cabling.  



	Normally, the LAN closets are locked and the building security or maintenance personnel retain control over access to them.



Item D9.	Describe the smoke and fire detection/suppression system for the building(s) supported by the LAN.  For new LAN facilities or modification of existing LAN facilities, smoke and fire detection/suppression systems and fire-rated walls, ceilings, and doors shall be requested.  For existing LANs, the fire protection system is usually a part of the building protection system and generally will meet the requirements.  Even if not compliant with these requirements, in most cases, it may not be cost-effective to upgrade.  Each LAN Administrator must, during this risk assessment, make the determination whether such upgrades are essential to the continued operation of the LAN.  If new LAN facilities or major modification of existing LAN facilities are planned, then the required fire detection/suppression systems should be included in the design. 



Item D10.	Describe methods used to emphasize computer security awareness.  If all personnel have not been trained, the narrative should address how network management and operation staff, including contractor personnel, as applicable, will receive computer security training in the following topic areas, commensurate with their duties:



¥	interpreting security requirements

¥	implementing technical controls

¥	implementing physical security controls

¥	auditing/monitoring/breach reporting

¥	contingency planning/testing

¥	security specifications in life cycle management



	Several resources are available from OIRM (e.g., video tapes, diskettes, posters) that can be used to satisfy the training required by the Computer Security Act of 1987.  The DHHS, "AIS Security Training and Orientation Program Guide (AIS-STOP)" provides more detailed guidance on security training programs.  An ideal approach to satisfy the mandatory periodic training would be to conduct an annual LAN meeting where LAN management, security, and end-users briefly review the status of security for the LAN.  Refresher training requirements could be completed for all at the same time.  See Items A11 C2 for further discussion.  An example follows.



	All LAN users have received training using computer-aided instructional software (MicroSecure II).  All new personnel receive MicroSecure II security awareness training within 60 days of assignment.  Additionally, a security video is given to new employees as a part of their orientation.  Follow-on training is required for all LAN users annually.



Item D11.	Describe any additional safeguards that should be applied to this LAN.  Normally this discussion will address safeguards requiring additional resources (e.g., money to purchase biometrics access control features or personnel to implement access control features).  The discussion should address the benefits and any adverse operational considerations.





3.5 	BLOCK E  -  LAN CORRECTIVE ACTION PLAN



A corrective action plan is required to address deficiencies noted during this risk assessment.  Such deficiencies include:  (1) software and/or data back-ups are not maintained ("None" checked in B1); (2) the effectiveness afforded the LAN does not result in a Moderate or higher rating (Item B3); (3) any mandatory safeguard is not implemented ("No" in Block C); and (4) there is no contingency/disaster recovery plan (Item D2) or there is a contingency/disaster recovery plan, but it does not indicate the frequency, scope, location, and retention of back-ups for both software and data (Item D3).  A LAN with any of the four deficiencies outlined above is not considered to be adequately protected.  The LAN Administrator acknowledges completion of the risk assessment at the bottom of Block E, indicating the date the risk assessment was completed.  Example of a corrective action plan follows.



None checked in Item B1:

Corrective Action:	Make back-up of data files weekly and back-up applications monthly.  If an experiment is in progress, the individual doing the experiment will make local back-ups daily.

Estimated Cost:			No cost

Target Completion Date:	1-June-1994.



The Effectiveness Afforded the LAN is not a Moderate or Higher (Item B3):

Corrective Action: 	Program replacement of unreliable PCs and provide a higher capacity uninterruptible power supply (UPS).

Estimated Cost:	$375,000

Target Completion Date:	30-Sep-1995	



Requirement from Block C Not Met:

Item C4.  	Software procedures are provided to automatically lock out a terminal if inactive for more than a reasonable time, for a specific time after normal closing, or if a password is not entered correctly after three attempts.

Corrective Action:  	Activate existing software features.

Estimated Cost:	No cost.

Target Completion Date:	1-Jun-94



Items D2 and D3:

Plans.	Contingency/disaster recovery plan does not exist.

Corrective Action:	Develop a contingency/disaster recovery plan that addresses frequency, scope, location, and retention of back-up.  Guidance and preparation assistance required.  Request assistance from OIRM.

Estimated Cost:	TBD

Target Completion Date:	TBD





Waiver Request:	A waiver is requested for Item C20 which requires encryption of sensitive data between two points.  The LAN is located on a single floor of Building 321.  Access to the floor is controlled through a single access point. 



			

3.6	SYNOPSIS OF METHODOLOGY					



The risk assessment process presented in this document is based upon DHHS requirements.  The following discussion addresses: (1) identification and valuation of assets, (2) protection needs, (3) the threat, (4) existing safeguards effectiveness, (5) comparison of security afforded NIH LANs, and (6) cost-benefit of applying additional safeguards.



3.6.1	Identification and Valuation of Assets



The starting point for asset valuation is the LAN inventory.  Asset valuation includes all LAN-associated tangible assets, such as computer hardware, special equipment, and furnishings (e.g., input/output devices, storage media, central processors, control units, servers, software, copiers).  Software, data, and documentation should be listed so far as practical, but not be included in the valuation since backup copies are required.  



A valuation process can establish the potential for loss in terms of dollars.  However, dollar cost does not reflect the total tangible and intangible value of a LAN.  The cost of re-creating the data or information could be more than the hardware costs.  The violations of confidentiality, the unauthorized modification of important data, or the denial of services at a crucial time could result in substantial costs that are not measurable in monetary terms alone.



If a catastrophic loss occurred, it is unlikely that any NIH organization would replace all hardware components with exact model equivalents.  Instead, due to the rapid pace of technological improvements, newer less costly substitute items (currently available) probably would be chosen.  Consequently, a LAN Administrator should use the best available estimate of replacement cost as described in paragraph 3.1, Item A12.



3.6.2	Protection Needs



The LAN Administrator determines the relative need for protecting the LAN.  A LAN needs protection (e.g., administrative, technical, and operational safeguards) for one or more of the following reasons: availability, integrity, and confidentiality.



Availability (A).  Protection of information or services to ensure support available on a timely basis to meet mission requirements or to avoid substantial losses.  The question to answer is - "How important is having the LAN and data available for support of the ICD?"



Integrity (I).  Protection of information from unauthorized, unanticipated, or unintentional modification (includes detection of such activities).  The question to answer is - "How important is it to ensure integrity of the LAN and the data maintained on it?"



Confidentiality (C).  Protection from unauthorized disclosure.  The question to answer is - "How important is it to prevent unauthorized disclosure of data and applications (e.g., proprietary applications) maintained on the LAN?"



For A, I, and C, the LAN Administrator determines if the protection requirement is High (critical concern of the organization), Moderate (an important concern, but not necessarily paramount in the organization's priorities), or Low (some minimal level of security is required, but not the same degree as the previous two categories).  The High, Moderate, or Low protection requirement ratings are based on the sensitivity of the data (i.e., the need to protect data from unauthorized disclosure, fraud, waste, or abuse) and the operational criticality of data processing capabilities (i.e., the ramifications of data processing capabilities being interrupted for a period of time or subjected to fraud or abuse).   



The sensitivity of the data and the operational criticality for a LAN are qualitative judgments of the LAN Administrator, normally involving users and, in some cases, the ICD ISSO, based upon their knowledge of the LAN.  There are four security level designations defined for both data sensitivity and operational criticality in Appendix B.  Only Levels 1 (Low), 2 (Moderate), and 3 (High) apply to NIH.  These definitions are used by the LAN Administrator to evaluate A, I, and C for sensitivity and criticality.  The results of evaluating A, I, and C for a fictitious LAN Albert are shown below, in Exhibit 3-1.



Exhibit 3-1.     Protection Needs for Fictitious LAN Albert.



�Protection Need�Relative Need to Protect����Availability�Moderate (2)����Integrity�High (3)����Confidentiality�Low (1)���

The LAN Administrator then uses the highest of the ratings for A, I, and C as the overall security level designation for the LAN.  As shown in Exhibit 3-1 above, the overall security level for the fictitious LAN Albert is High.  



3.6.3	Threats 



Threats can be people (e.g., hackers, disgruntled employees, error-prone programmers, careless operators), things (e.g., unreliable hardware, malicious software, or unreliable power), or even acts of nature (e.g., earthquakes, floods, lightning).  Of these three categories, people present the greatest threat to NIH LANs.



To facilitate understanding of the people part of the threat, personnel who can cause a harmful occurrence are characterized as insiders or outsiders.  The insider is any person (whether an NIH employee or not) with authorized access to the network or related facility resources.  The insider may cause a harmful occurrence, either intentionally or unintentionally, and may be in any position (e.g., a member of management, a professional staff member, a technician, a specialist, or any network user).  As the number and categories of people with routine access to network facilities and operations increase, so does the potential of a harmful occurrence.



The outsider is any person (whether an NIH employee or not) who does not have authorized access to a network and/or related network resources.  An outsider may be a visitor observing and/or participating in routine operations, an issue-oriented group participating in a peaceful demonstration, a representative of a commercial firm seeking to gain a competitive edge, or a computer hacker. 



Availability, integrity, and confidentiality can also be degraded by such things and natural acts as faulty hardware, malicious software, an unanticipated power outage, lightning, and water damage.  Malicious software is the collective name for a class of programs intended to disrupt or harm systems and networks.  The most widely known example of malicious software is the computer virus (e.g., Trojan horses and worms).



The occurrences that can be caused by people, things, or nature that may negatively impact or harm the LAN availability, integrity, and confidentiality include:  (1) network service denial, (2) unauthorized data manipulation, and (3) unauthorized disclosure of sensitive data.  These harmful occurrences can be intentional or unintentional.  Additionally, the definitions of these terms highlight the types of vulnerabilities confronting NIH LANs.  



Denial of Service (impacts LAN availability).  Any event or series of events that prevents or delays any part of a system or network from functioning in accordance with its intended purpose (e.g., power, software, or hardware failure; data destruction).  



Unauthorized Data Manipulation (impacts LAN integrity).  Compromise of data through tampering with operation of equipment, programs, or personnel.  Examples include, but are not limited to, tampering with or modifying:  computer software; data entries (e.g., medical records); and proprietary hardware/software.



Unauthorized Data Disclosure (impacts LAN confidentiality).  Release of data to unauthorized person or program.  Examples include, but are not limited to, unauthorized release of computer generated information, sensitive/proprietary/personal data/documents, and contractor proposals.



A generic series of vulnerabilities is provided in the draft DHHS "Guide for Protecting Local Area Networks and Wide Area Networks." 



3.6.4	Existing Safeguards and Effectiveness  



As discussed in paragraph 3.6.2 above, the LAN Administrator uses the highest of the ratings for A, I, and C as the overall security level designation for the LAN.  The security level designation is used to determine the safeguards that are required. Appendix C provides a completed risk assessment for LAN Albert indicating a Security Level 3 (High).  An "X" in a block indicates that the item listed applies to that level of security, while an "O" indicates that the item is optional.  The LAN Administrator indicates the status of compliance for each required item on the list.  If the LAN Administrator determines that a mandatory safeguard requirement may not be applicable to the LAN under assessment, the OIRM Sr. ISSO should be contacted for advice.  If after discussions with the ISSO, it is determined that a request for waiver is appropriate, the request for waiver would be incorporated into Block E of Exhibit C-1.   



The LAN Administrator can, with a relative degree of ease and reasonable assurance, provide an evaluation of the existing safeguards protection posture and the effectiveness of safeguards implementation.  This evaluation addresses the capability of preventing initiation of a harmful occurrence (PO) and the capability of preventing a degradation (PD) in LAN performance in the event a harmful occurrence is initiated.  



Prevent Occurrence (PO).  A term used when evaluating the environment and mandatory safeguards associated with LAN operations.  The minimum acceptable (mandatory) safeguards for each of three LAN security levels have been defined and, under normal circumstances, should protect LAN availability, integrity and confidentiality.



Prevent Degradation (PD).  A term used when evaluating the effectiveness of the safeguards implementation for a LAN should there be a harmful occurrence.



The capability to prevent a harmful occurrence is evaluated as follows.  If the LAN is in full compliance with the safeguard requirements shown in Block C for the Security Level determined in Item B4, the capability to prevent an occurrence is rated as a Moderate.  Full compliance with safeguard requirements and certification/ accreditation increases the rating to High.  If the number of users on the LAN is small (less than 100 users), all safeguard requirements are met, and the LAN is certified/ accredited, a Very High rating is assigned.  Any rating lower than a Moderate indicates compliance with the minimum safeguard requirements cannot be verified and a corrective action plan, with milestones and estimated cost of accomplishing corrective action, must be included in Block E of Exhibit C-1 (incorporate a request for waiver or copy of previously approved waivers into this block).  Additionally, a LAN with no back-up of either data or software would receive a Very Low rating.  Scales used to evaluate PO are shown below.



Very Low -�No back-up of data or software indicated in Item B1.��Low -�Not fully in compliance with Block C for the Security Level determined in Item B4 and/or no back-up of data.��Moderate -�In full compliance with Block C for the Security Level determined in Item B4, and back-up of software/data indicated in Item B1.��High -�Qualified for Moderate rating and completed LAN Accreditation.��Very High -�Qualified for a High rating with less than 100 users.��

The capability of preventing a degradation in LAN performance is determined by conducting an effectiveness evaluation of the existing safeguard measures.  Scales for use in subjectively evaluating effectiveness of safeguards implementation are shown in Item B3 and repeated below.



Very Low -�Daily problems with LAN availability are encountered and/or very little assurance of maintaining data integrity and/or data confidentiality.��Low -�Problems with LAN availability are not uncommon and/or limited assurance of maintaining data integrity and/or confidentiality.��Moderate -�LAN normally available to support operations and data integrity and confidentiality are well protected.��High -�LAN seldom unavailable and data integrity and confidentiality are well protected.��Very High -�LAN availability and data integrity and confidentiality are assured.��

Actual downtime experience during daily operations provides the basis for assessing availability.  The effectiveness of the protection afforded LAN integrity and confidentiality are also subjective evaluations based upon incident reports, conditions encountered during routine LAN operations, and observations of user activities and the general LAN environment.  



�3.6.5	Comparison of Protection Afforded NIH LANs



Threats to a LAN can be people, things, or acts of nature.  Safeguards are applied to LAN hardware, software, and/or facility procedures to eliminate or mitigate vulnerabilities to these threats and prevent initiation of a harmful occurrence.  Establishing network importance is significant to managers because it facilitates the allocation of resources (to implement additional safeguards) to protect these assets.  In terms of potential vulnerabilities, the more important a network is to NIH, the greater is the percentage of available resources that should be devoted to its protection.  Network Importance is a term used to describe the relative importance of a LAN with regard to other NIH LANs.  A measure of the relative risk (RR) associated with a harmful occurrence can be expressed as:  		

						

				RR = NI * [(1 - PO) * (1 - PD)], 



where NI is network importance, (1 - PO) is proportional to the probability of a harmful occurrence and (1-PD) is proportional to the probability that a degradation in LAN performance will result once an occurrence has been initiated.  Examples of the computation of relative risk for fictitious LAN Albert and two other fictitious LANs are shown at Exhibit 3-2.  





Exhibit 3-2.     Example Relative Risk Computations.



Local

Area

Network�

A�

I�

C�Network

Importance�

Prevent�

Occurrence�

Prevent�

Degradation�Relative

Risk��Albert�2�3�1�6�Very Low�0.1�Low�0.3�3.8��Betty�2�2�2�8�Moderate�0.5�Moderate�0.5�2.0��Edith�2�3�3�18�Low�0.3�Low�0.3�8.8��NOTES:

1.  Availability (A), Integrity (I), and Confidentiality (C) for LAN Albert are presented in Item B2.

2.  Network Importance (NI) is the value of A multiplied by the value of I multiplied by the value of C.

3.  The capability to prevent an occurrence (PO) is determined considering the number of users (Items A9),  previous accreditation (Item A13), frequency of back-up (Item B1), and compliance with mandatory safeguards requirements (Block C).

4.  The capability to prevent degradation (PD) of A, I, and C for a LAN if a harmful occurrence is determined using Item B2.

5.  Relative risk equals NI multiplied by (1-PO) multiplied by (1-PD).



The importance of the RR calculation is that it provides management with the capability to rank the risk associated with the various NIH networks relative to one another to facilitate allocation of resources for implementation of additional safeguards.  The left-hand column identifies the LANs evaluated.  The next three columns are used to record the ratings for availability, integrity, and confidentiality shown in Exhibit 3-1 (in Appendix C, Exhibit C-1, Item B2).  The column entitled Network Importance is completed by multiplying the values in the previous three columns.  This number establishes a relative importance of each LAN based upon the need to protect the LAN.  The qualitative ratings (e.g., Moderate) for both the Prevent Occurrence and Prevent Degradation columns are determined as discussed above.  The numbers recorded under both the Prevent Occurrence and Prevent Degradation columns are determined using those qualitative rating and the following scale:



Very High�High�Moderate�Low�Very Low��0.9�0.7�0.5�0.3�0.1��

The Relative Risk column is calculated using the equation outlined above, RR = NI * [(1 - PO) * (1 - PD)].  It should be noted that the magnitude of the difference in relative risk (RR) between the various LANs is not important.  What is important is the relative value.  The number reflected in the right-hand column of Exhibit 3-2 represents relative risk such that the higher the number the greater the relative risk.  Thus, the LAN with the highest number represents the greatest relative risk to NIH.  In the case of the LANs indicated in Exhibit 3-2, LAN Edith has the most risk, while LAN Betty has the least risk.  Under normal circumstances, the higher the position of the LAN on the relative scale, the higher its priority should be for allocation of protection resources to implement additional safeguards.  However, in some cases, resources will not be available to implement all of the needed upgrades, therefore a balance must be achieved in which the resources available are applied in such a manner that the greatest risk reduction can be achieved.  



Based on the information provided in Blocks A through D of Exhibit C-1 for LAN Albert, a Block F will be generated using the automated version by the ICD ISSO if the risk assessment is accomplished manually by the LAN Administrator.  This block may be used by the ICD ISSO, LAN Administrators that have more than one LAN, or by an ICD to establish the relative importance of each LAN.  The importance of the relative risk calculation is that it provides management with the capability to rank the risk associated with the various NIH networks relative to one another to facilitate allocation of resources for implementation of additional safeguards.  In the automated version, Block F will be computed automatically based on the responses to specific questions in Blocks A, B, C, and D.  If the risk assessment is being performed manually it is not necessary for the LAN Administrator to complete this block, the ICD ISSO will have it computed.     



A LAN with any of the four deficiencies outlined below is not considered to be adequately protected:  (1) if software and data back-ups are not maintained ("None" checked in B1); (2) if the effectiveness afforded the LAN does not result in a Moderate or higher rating (Item B3); (3) if any mandatory safeguard is not implemented ("No" in any Item in Block C); and (4) if there is not a contingency/disaster recovery plan ("None" indicated in Item D2) or if there is a contingency/

disaster recovery plan, but it does not indicate the frequency, scope, location, and retention of back-ups for both software and data ("No" indicated in Item D3).  An example of the type statement that would be printed out if a LAN had one of these deficiencies follows.



Based on the information provided in previous blocks, the protection afforded this 

LAN DOES NOT meet the minimum protection requirements.  Recheck your data.

If correct, please ensure the corrective action plan with milestone schedules

and cost estimates has been completed in Block E.



Following is an example of the type statement that would printout if there were none of the four deficiencies discussed above.



CONGRATULATIONS!!

Based upon the information provided in Blocks A through D, once this LAN has completed the accreditation process, this LAN meets all applicable requirements.



3.6.6	Cost-Benefit of Applying Additional Safeguards



The same approach used to evaluate the probable effectiveness of existing safeguards can be used to assess the cost-benefit of applying additional safeguards.  After completion of the evaluation of the existing safeguards, deficiencies can be identified and additional safeguards developed for each deficiency.  The same methodology outlined in paragraph 3.6.4 is repeated to determine the new relative risk after the additional safeguards have been applied.  While the computed risk values are relative, the magnitude of change in relative risk after implementation of additional safeguards can be used to compute a percentage of improvement (e.g., initial relative risk minus new relative risk, divided by initial relative risk, multiplied by 100).  Thus LAN Administrators with more than one LAN, the ICD ISSO, and Accreditation officials can evaluate the potential risk reduction that could result from allocation of additional resources.  Coupled with cost information, LAN Administrators, and their supervisors, have a cost-benefit assessment tool.  



Appendix C provides an example of the application of this methodology to a fictitious LAN Albert.  Deficiencies were noted in LAN Albert and corrective action plans developed to correct those deficiencies (Exhibit C-1, Block E).  The additional safeguards that are identified in the corrective action plan are evaluated in terms of risk reduction, operational and safety compatibility, and cost.  To evaluate the risk reduction associated with the additional safeguards, the additional safeguards are assumed to have been applied and the LAN Albert was reevaluated and a substantial reduction in risk (from 3.8 to 0.9) was achieved for very little cost (the total estimated cost of corrective actions outlined in Block E of Exhibit C-1 was estimated to be $2000).  



A summary of the hypothetical relative risk after application of the additional safeguards to LAN Albert and the other two fictitious LANs are shown in Exhibit 3-3.   





Exhibit 3-3.     Relative Risk After Implementation of Additional Safeguards.
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Risk��Albert�6�High�0.7�Moderate�0.5�0.9��Betty�8�High�0.7�Moderate�0.5�1.2��Edith�18�High�0.7�Moderate�0.5�2.7��
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